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Cisco Umbrella

Cisco Umbrella is a cloud-native platform that delivers the most secure, reliable, and fastest
internet experience to more than 100 million users daily. Umbrella unifies firewall, secure web
gateway, DNS-layer security, cloud access security broker (CASB), and threat intelligence
solutions into a single platform to help businesses of all sizes secure their network. As more
organizations embrace direct internet access, Umbrella makes it easy to extend protection to
roaming users and branch offices.

Top 10 reasons to point your DNS to Cisco Umbrella:

1. Better visibility to see internet activity
Unmatched threat intelligence to block
malware

3. Highly scalable, automated defenses to
keep your data safe

4. Hardened DNS resolver code reduces
risk of exploits

5. The first service to encrypt DNS traffic to
secure the “Last Mile”

Secure
Internet Gateway

Your secure onramp to the internet,
anywhere users go

6. Support for DNSSEC b T AN

7. Transparent operational excellence ﬂL 5
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9. Over 900 peers at internet exchange
points
10. Smarter DNS cache technology

Because Umbrella is delivered from the cloud, it is the
easiest way to protect all of your users in minutes.
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